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Abstract: This paper focuses on the synchronization of two chaotic systems, when they are connected, using a
multipath fading channel. The proposed algorithm is then applied to secure communication and realizing it using
VHDL. The results reveal that signals to chaos ratio of -248 dB and synchronization are achieved. Performance
analysis have been conducted to investigate the robustness of the encryption system against different types of

attacks.
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1. Introduction

The rapid development of the multimedia
technology, digital image is becoming an important
carrier of information communion for people. With
the advance of information security requirement, the
encryption technology is applied widely to multimedia
communications. In typical communication systems,
based on chaos synchronization schemes, the
information to be transmitted is carried from the
transmitter to the receiver by a chaotic signal. The
decoding of the information signal in the receiver can
be carried out by means of either coherent or non-
coherent demodulation schemes. Different approaches
for designing cryptosystems have recently been
introduced [1-4]. Nevertheless, chaotic
synchronization is in general sensitive to additive
noise and channel delay. Knowing that low dimension
chaos has a distinct pattern that allows a third party to
extract the information easily by constructing a return
map [5-6].

This paper consider the problem of
combating different channel distortions like time
varying fading and multi-path with  very high
security then it present a chaotic communication
system in which security, synchronization and
reliability are simultaneously achieved.

2. Rossler encryption algorithm

In chaos-cryptography it is recommended to
use complex signal, that to make the encryption
algorithm more robust to the statistical attacks.
Therefore using higher dimensional dynamical
systems is preferable than the lower systems. The
proposed cipher is built depending on 3D discrete
Rossler map scheme; this chaotic attractor is based on
the 3D continuous Rdssler flow, which has a very
complex dynamical behavior. The main reasons of
having high limitation on the signal to chaos ratios is
that the receivers use differentiators to decrypt the
signal [7]. Differentiators will always produces large
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spikes and high error if the signal -contains
discontinuities, which is always the case for images
and text signals. To overcome the above problem the
derivative of a state variable is used as the transmitted
signal rather than the state variable itself. The
transmitter equations are given by:

x= —j(dy +dz)dt

y= j(dx + Ady + Sv, )dt (1)

z= j(3+ z(x - C))dt

Where v;, is the information signal, S is a scaling
factor to reduce the value of the information signal
with respect to the chaotic signal, A =0.398, B =2 and
C =4. The transmitted signal is dy/dt instead of any of
the state variables (x, y, z). The receiver equations are
given by

x'= [ (dy'+dz") at
vout = l(d_y - x’_Ay ’j
S\ dt
Z'= jB +z'(x'=C) dt

Where v,,, is the recovered information signal and
dy/dt is the received signal.

(2)

3. Synchronization approach

Our aim in this section is how to achieve
synchronization between the drive and the response
system in the presence of a variable time channel
delay and where to insert the encryption keys in the
Rossler chaos generator. These generator keys are
chosen in a way that will not affect the chaotic
generator and simultaneously attains the optimum
needed security. An ordinary differential equation
(ODE) solver is a computational method for
producing an approximate solution to an initial value
problem [8]. Starting with initial value x,, the method
calculates approximate values of the solution x(#). The
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simplest ODE solver is the Euler method. The Euler
method produces approximations by an iterative
formula of the initial value problem. For a step size At
> 0 Euler’s method replaces x by

x(f) — x(t — A

Az 3)
Using the same principle, the alteration to discrete
time for the Rdssler chaotic generator can be achieved
by replacing the integration blocks with the discrete
integrator model
Where for At >0
x,(0) = ()AL + x (t — Ar)
el 2) i —AE) Ao

At Ai 4)
However, this substitution will generate algebraic
loops. Consequently, a modification of the discrete
integrator model is required to implement this model
in digital hardware. Inserting another time delay
block, as shown in Figure 1, solves the algebraic loop

problem.
Al Z 1)

At
Figure 1. Modified discrete integrator.

x(f) =

Where for At >0

The bifurcation diagrams of the different time delays
values that preserve the chaotic behavior versus the
variables x, y and z of the state equations are shown in
Figure 2.
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Figure 2 Bifurcation diagrams of (a) state variable y
versus time delay 1, (b) state variable y versus time delay
4, (c) state variable x versus time delay 2, (d) state
variable x versus time delay 5, (e) state variable z versus
time delay 3 and (f) state variable z versus time delay 6.

The equations for the Rossler transmitter will
be as follows;

xn+1 = Al’(Sl (_yn - Zn ))+ xn
yn+1 = At(S2 (xn + Ayn + Svin ))+ yn

Z,g= Az‘(S3 (B +z,(x, — C)))+ z, )
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In Equation 5 the information signal v;, is
added to the second equation. The information is also
multiplied by a constant S to reduce its value with
respect to the chaotic signal. The scaling factors S;, S,
and S; are used to control the frequency band of the
output signals. The equations for the Rossler receiver
are given by

xn+1 = Al‘(‘gl(_yn _Zn))+xn
. ZL(LM_xn _AynJ

s\s,  ar
Zn+1 = Al‘(‘S’3 (B+ Zn (xn _C)))+Zn (6)

Replacing the integrators of the Rdssler
chaotic model with the above-mentioned blocks the
following communication system is shown in Figure

Stop
Simulation

Transmitted cipher signal

tinfo1.mat

Delay1

Stop

tinfol.mat I

Simulation
i Lt

Delayt

Figure 3. Réssler transmitter & receiver subsystems.
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Applying the above communication system
as a security application. The encryption and
decryption algorithms are detailed as follows.

Encryption algorithm:

1.  The information file is read and the total number
of characters inside the file is calculated.

2. The encryption keys are chosen by the user and
stored.

3. The total number of the characters and the
encryption keys file are stored into one file called
the key file.

4. The key file is loaded then converted from a one-
dimensional array into individual values to be
manipulated by the encryption algorithm.

5. The information is loaded to the algorithm and is
encrypted using the encryption keys.

6. The clock is an up-counter used to compare its
instantaneous value with the total number of
characters. When these are the same and all the
plaintext characters are encrypted, the encryption
algorithm is stopped.

7.  The resultant cipher is stored into a file or sent to
through the LAN or WLAN.

Decryption algorithm:

1. The key file is loaded then converted from a one-
dimensional array into individual values to be
manipulated by the decryption algorithm.

2. The decryption algorithm is a
representation of the Equation 6.

3. The received cipher is loaded to the algorithm
and is decrypted using the decryption keys.

4.  The clock is an up-counter whose instantaneous
value is compared to the total number of cipher
characters. When these are the same and all the
cipher are decrypted, the decryption algorithm is
stopped. Finally, the recovered information is
stored into a file.

The main advantage of this model is that the
transmitter will not transmit any signal unless there is
an initiator, which is represented by the information
signal. Consequently, the receiver is awaiting an
encrypted signal to initiate it.

direct

4. CDMA communication system

The most important properties of Spread
spectrum communication are its multiple access
capability, multipath interference rejection and narrow
band interference rejection [9]. In CDMA the
modulated information-bearing signal (the data signal)
is directly modulated by a digital signal. The receiver
correlates the received signal with a synchronously
generated replica of the code signal to recover the
original information-bearing signal. This implies that
the receiver must know the code signal used to
modulate the data. The data signal can be either an
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analogue signal or a digital one. In our case it will be a
digital signal. The code signal, which is a noise-like
sequence, consists of a number of code bits that can be
either “+1’ or ‘-1’. The most important demand for the
development of suitable codes is to have a low cross-
correlation between the codes assigned for different
users and to have local autocorrelation in order to well
synchronize and lock the locally generated code signal
to the received signal. To obtain the desired spreading
of the signal the bit rate of the code signal must be
much higher than that of the information signal.
Several families of binary PNcodes exist as m-
sequences, Gold codes and Kasami sequences [9-10].
In the transmitter part of our developed
communication system, the encrypted signal is binary
coded then transformed into bipolar (+1, -1). After
that, the data signal is multiplied by the Kasami
sequences as shown in Figure 4.

Oulp—-mnl  Ouilf—winl Oulfp—wnl Oulp—»
Chaotic Binary coding  Bipolar Spreading
encryption subsystem subsystem subsystem
model

Figure 4. Transmitter part.

For the receiver part, we have developed two
models depending on the value of the Doppler
frequency. If the Doppler frequency is less than or
equal to 1 Hz then we can use the simpler receiver
shown in Figure 5.

iscrate Pubse

Received signial
Figure S. Simpler version of the receiver.

While for higher Doppler frequency, we have
constructed a more complicated one shown in Figure
6. Using multipath channel with Doppler frequency 1
Hz and two delay vectors equal to 0.01, 0.02 and 0.03
the experiment results are shown in Figure 7.
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Figure 6. Complex version of the receiver.
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(b)
Figure 7. (a) The ciphered binary signal, bipolar signal
and the spreading signal. (b) Received signal, after
sample and hold and finally and after the control switch
(recovered ciphered binary signal).

5. Hardware Implementation Using VHDL

High gate count and switching speed of
modern FPGA is enabling high data-rate DSP
processing to be performed. Static RAM based FPGA
also enable solutions to be reprogrammable. The soft
solutions offer flexibility (changing encryption key),
which is an important attribute of a modem cipher
system. FPGA is adopted here due to the parallel
architecture and flexibility to implement. The
framework for the Rdssler chaotic generator, its
VHDL results using ModelSim and its real time
output are shown in Figure 8.

FT




Journal of American Science 2014;10(11)

http://www.jofamericanscience.org

i

UUM

Tek SR 2kS/s 2 Acqs
i Tt
1S |

R Zo0omv . : M 25ms Ch1 o  28mvV

(c)
Figure 8 (a) Framework,VHDL (b) ModelSim output
and (c) real time output of the FPGA Réssler chaotic
generator.

Two very important features are observed in
this system shown in Figures 7 and 8. The first is its
ability to transmit very low signal to chaos ratio and to
recover the information without any loss. Signal to
chaos ratios between -220 dB and -252dB have been
achieved depending on the complexity of the
information signal. The second is that any error in
each of the cipher keys of order 10-16 of its original
value will not recover the information signal. Figure 9
shows how a sine wave is accurately recovered at a
signal to chaos ratio -220 dB, Figure 10 show a JPEG
image transmitted then recovered at -242 dB signal to
chaos ratio.
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Figure 9. (a) Original, (b) Encrypted and (c) Recovered
signal.
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Figure 10. The original JPEG image (a), the encrypted
(b) and the recovered image (c).

6. Security and performance analysis
Security analysis is the major challenge in
any cryptosystem. The security analysis of the
proposed algorithm is discussed on the parameters
such as brute-force attack, statistical analysis,
differential attack, key sensitivity attack [11-14].
a) Statistical analysis
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Statistical analysis on cipher image is of crucial
importance for any encryption algorithm. Actually, an
ideal cipher should frustrate the powerful attacks
based on statistical analysis. Statistical analysis has
been performed on the correlations of the ciphered
signal. Figures 11 show the low correlation of the
modulated transmitted signals, like the correlation of
the attractor. This gives a proof about the randomness
of the generated signals, and the difficulty from
exploiting it.
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Figure 11. Information signal, transmitted signal and
recovered signals in the time and the frequency domains.

b) Differential analysis
Differential attack is another important attack that can
be used to measure the security of the encryption
algorithm. In this attack, the cryptanalyst is assumed
to have the capability of modifying one
character/single pixel of the plain message and
observing the resultant encrypted signal. If such a
change results in a significant change in the encrypted
image, then the attack is considered to be inefficient
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and impractical. Changing only the first sample of the
text message to be Letter P instead of R. The
difference between the encrypted signal shown in
Figure 12 and the original cipher text is 100%.

Plaintext
Recently, Pecora and Caroll demonstrated the poseibility of synchronizing the chaotic systems
[1]. Itho et al [2] introduces a new communication system as a possible application of chaotic
synchronization. The main idea of this system ds to use the chantic modulation to transmit the
information signals and the chaotic synchronization mechanism to recover the information

signals
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Recently, Pecora and Carall demonstrated the possibility of synchronizing the chaotic systems
[1]. Ithp et al [2] introduces a new communication system as a possible application of chaotic
synchronization. The main idea of this system is to use the chantic modulation to transmit the
information signals and the chaolic synchronization mechanism to recover the information
signals

T — — —

Plaintext

Pecently, Pecora and Caroll demonstrated the possibility of synchronizing the chaotic systems
[1]. Tthp et ol [2] introduces a new communication system as a possible application of chactic
synchronization. The main idea of this system is to use the chantic modulation to transmit the
information signals and the chaotic synchronization mechanism to recover the information

signals
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Fecently, Pecora and Caroll demonstrated the possibility of synchronizing the chaotic systems
[1]. Ithp et ol [2] introduces a new communication system as a possible application of chaotic
synchronization. The main idea of this system is to use the chaotic modulation to transmit the
information signals and the chaotic synchronization mechanism to recover the information

signals

Figure 12. Encrypting and decrypting a text file.

¢) Key space analysis and brute-force attack
The key space of an encryption algorithm is the set of
different keys that can be used for the encryption
purpose. From the cryptography point of view, the
size of the key space should not be smaller than 2'° to
provide high level of security [15]. The key length for
the proposed cipher includes the values of six-
transport delay, three parameters 4, B, C, three C; ; ;
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scaling parameters one for each state equation, three
scaling factors and three gain factors. From the
experiments the key length is 342 digits according to
that the key space is 10°*, which gives a sufficient
proof about the robustness against the brute-force
attack.
d) Key sensitivity

Highly sensitive to the change in cipher parameters
provides further resistance against cryptanalytic
attacks. Thus, for example if the user set the value of
the parameter A=0.991234567891234 the transmitted
encrypted signal will not be recovered until unveil all
15 decimal fraction of the parameter A. To verify our
claim assume that all the parameters of the transmitter
and the receiver are synchronized except the
parameter A=0.991234567891235 the last decimal
fraction is changed from 4 to 5. Figure 13 show the
results of recovered image.

off AL

Figure 13. The original JPEG image (a), the encrypted
image (b) and the recovered image (c).
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7. Conclusion

In this work, an approach has been developed
to resolve the chaotic synchronization in the presence
of a multipath fading channel and its application to
secure communications. This proposal utilizes
modified discrete integration to overcome the
synchronization problem. The developed model can
be used for text, images and voice signals with
extremely high security. Results confirm the proposed
scheme’s effectiveness in synchronizing a Secure
Communication in multipath fading channel.
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