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Abstract: Most of banks have introduced the mobile banking service in many countries. Mobile banking is a system 
that allows customers of a financial institution to conduct a number of financial transactions through a mobile device 
such as a mobile phone or assistant. The introduced application has been created on a smart phone with the help of 
facial recognition and ciphering algorithms for increasing security. The aim of this application for bank customers is 
to perform banking transactions such as transferring money, paying bills and to make survey(s) on the users account 
through the mobile application wherever the user is and at any time. Many developed countries are using now the 
android application systems, so the introduced application mainly based on this operating system which becomes 
widely used all over the world in the smart phones.  
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1. Introduction 

Banks play an important role in moving the 
economic wheel with technological developments. [1] 
The Mobile Banking is a term used for performing 
Balance checks; Account transactions, Payments 
through money transfer, Credit applications, and 
various banking transactions.[2] 

The most important services provided by the 
Bank mobile open an account, complete operations 
buying or selling, applying for credit cards, pay bills 
and transfer funds between accounts in the sense make 
cash transfers to any bank or any other account 
whether inside or outside the country. Mobile Banking 
is designed specifically for mobile devices, which 
means we use your device's built-in features to 
provide a better experience. The information is also 
formatted for display on smart phones.[3][4] 

The Mobile Banking system proved to be 
achieving for the Bank profits up to 6 times the profit 
normal, because the Bank Mobile uses information 
technology to improve relations and expand the scope 
of its dealings with clients by dealing with personal 
data, which has about the customer an intelligent 
manner.[5][6]  

For the marketing of its services, such as 
opening an account, get credit cards, pay bills, and 
transfer money between accounts.[7]  
2. Mobile Banking services in Egypt 

 Egypt has a great potential to expand in 
retail banking activities due to its high population, 
electronic payment systems have developed over the 
last decade due to the rapid development of 
telecommunications and IT networks.[8] As early as 
2000, a number of local and international banks 
launched electronic banking services to give clients 

access to cash and allow them to conduct necessary 
financial transactions. Yet, online banking services 
have not taken off in Egypt because of low rates of 
computer literacy and Internet penetration. 

According to the Ministry of Communication 
and Information Technology (MCIT), the number of 
Internet users in Egypt was 35.95 million in 30 June 
2012.[9,10] However, Egypt's Ministry of 
Communications and Information Technology 
National Telecom Regulatory Authority stated that the 
total number of mobile subscribers has already 
reached 96.77 million in July 2013. Also, the number 
of mobile Internet users has been reached 13.55 
million in July 2013.[10] 

Therefore, it is obvious that there is an 
upward trend in the Egyptian mobile usage. This 
brings a calling need for investing in Mobile Banking 
as it is a leading sector and mobiles are highly valued 
and used. Egyptian Mobile Banking has already taken 
its first steps from mere notification to actual 
transactions. In some banks customers can now pay 
for their mobile bills using their phones using SMS in 
Egypt. The success of m-banking in countries like 
South Africa, Kenya, and Botswana might also be an 
indication that Egypt’s low-income segment may 
succeed too.[11,12,13] 

Central Bank governor has announced that 
the standards for money transfers through mobile will 
be finalized within 6 months to start activating the 
new service. Some banks offer currently some mobile 
banking services Kalastalam balance, pay bills and 
transfer funds internally and messaging service over 
the phone, these banks are: - 

 Egyptian Arab Aakary Bank 
 National Societe Generale Bank (NSGB) 
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 Commercial International Bank (CIB) 
 Arab Bank  
 Bank of Egypt 

 
3. Mobile Banking advantages & drawbacks 

As in great banks which have large numbers 
of branches encourage the customers to use the system 
Bank Mobile and Internet which give multiple 
advantages such as effective time management and 
speed of response to service requirements, person 
client achievement, and conveying Mobile Banking 
services to client wherever.[14,15,16] 

There are a number of drawbacks should be 
taken into account the service in banks suffer from 
including:[17,18,19] 

 There is a kind of boom in IVR (Interactive 
Voice Response) method to merge with this 
service because the whole process is made 
through mobile phone. 

 Preoccupation with the lines of communication 
at times, especially at peak times, which makes 
customers lose confidence in the service. 

 The possibility of exposure of individuals to 
fraud as the mobile banking service across can 
be difficult to monitor accurately. 

4. Face Recognition approaches 
Face recognition approaches on still images 

can be broadly grouped into geometric and template 
matching techniques.[20] In the first case, geometric 
characteristics of faces to be matched, such as 
distances between different facial features, are 
compared. This technique provides limited results 
although it has been used extensively in the past. In 
the second case, face images represented as a two 
dimensional array of pixel intensity values are 
compared to a single or several templates representing 
the whole face.[21] 

More successful template matching 
approaches use Principal Components Analysis (PCA) 
or Linear Discriminant Analysis (LDA) to perform 
dimensionality reduction achieving good performance 
at a reasonable computational complexity/time.[22] 
Other template matching methods use neural network 
classification and deformable templates, such as 
Elastic Graph Matching (EGM).[23] Recently, a set of 
approaches that use different techniques to correct 
perspective distortion are being proposed. These 
techniques are sometimes referred to as view-tolerant. 

When the scenario departs from the easy 
scenario, then face recognition approaches experience 
severe problems. Among the special challenges let us 
mention: pose variation, illumination conditions, scale 
variability, images taken years apart, glasses, 
moustaches, beards, low quality image acquisition, 
partially occluded faces etc. An additional important 

problem to be recognized is how different face 
recognition systems are compared. 

Therefore, there is an image processing 
system that has an impressive performance for all kind 
of scenarios: the human visual system (HVS).[24] 
5. Ciphering 

A cipher is an algorithm for performing 
encryption or decryption. In the online world 
encryption disguises data rearranging the data bits so 
that nobody can read or see the information without 
the secret key, this key can consist of a password or a 
digital file, aka key file, encryption secures plain text 
as well as any other digital media like photos, videos 
or software, you can also encrypt a whole operating 
system and a partition.[25] 

There are two basic types of encryption 
schemes: Symmetric-key and public-key encryption. 
In symmetric-key schemes, the encryption and 
decryption keys are the same. Thus communicating 
parties must agree on a secret key before they wish to 
communicate. In public-key schemes, the encryption 
key is published for anyone to use and encrypt 
messages. However, only the receiving party has 
access to the decryption key and is capable of reading 
the encrypted messages. Public-key encryption is a 
relatively recent invention: historically, all encryption 
schemes have been symmetric-key (also called 
private-key) schemes.[25]  

To secure data, encryption uses mathematic 
functions known as cryptography algorithms, aka 
ciphers, some example of well-known and trusted 
cryptography algorithms are AES, Blowfish, Twofish 
and Serpent, and these ciphers can be subcategorized 
with a number indicating its strength in bits. 

An encryption algorithm key length indicates 
its size measured in bits, the length indicating the 
algorithm strength in bits will always be even (bit is 
binary unit composed of zeros and ones), these keys 
are used to control the operation of a cipher. 

The more mathematical strength the 
encryption algorithm has the more difficult it will be 
to crack it without access to the key but a strong 
cipher normally requires more computational power, a 
few seconds of wait might not matter much to the 
home user but for businesses dealing with thousands 
of calculations each hour to decrypt/encrypt data in 
their servers it will mean that more money has to be 
spent in hardware and electricity. 
6. Android operating system  

Android is a Linux-based operating system 
designed primarily for touch screen mobile devices 
such as smart phones and tablet computers.[26] 

Android become the world's most widely 
used smart phone platform and the software of choice 
for technology companies who require a low-cost, 
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customizable, lightweight operating system for high 
tech devices without developing one from scratch. 

Android is developed in private by Google 
until the latest changes and updates are ready to be 
released, at which point the source code is made 
available publicly. This source code will only run 
without modification on select devices, usually 
the Nexus series of devices.[27]  

Android manages the apps stored in memory 
automatically: when memory is low, the system will 
begin killing apps and processes that have been 
inactive for a while, in reverse order since they were 
last used (i.e. oldest first). This process is designed to 
be invisible to the user, such that users do not need to 
manage memory or the killing of apps 
themselves.[28]  

Android 4.0 introduces a completely new 
approach to securing a device, making each person's 
device even more personal — Face Unlock is a new 
screen-lock option that lets you unlock your device 
with your face. It takes advantage of the device front-
facing camera and state-of-the-art facial recognition 
technology to register a face during setup and then to 
recognize it again when unlocking the device. Just 
hold your device in front of your face to unlock, or 
use a backup PIN or pattern.[29] 
7. Secure Mobile Banking application and 
implementation 

FAINT; the face annotation interface is a 
flexible Java framework for face detection and face 
recognition technologies that is based on different 
plugin and filter types. A suitable graphical interface 
can be used to set up pipelines for detection and 
recognition by combining these plugins and filters. 
Moreover an integrated photo browser allows users to 
apply the face detection and recognition process on 
personal images.  

It Includes Eigenfaces in pure Java, OpenCV 
detection via JNI, integration of 
the Betaface.com Web Service, skin color filter, 
Adobe XMP Export and a nice GUI. 

The detected and recognized faces are stored 
in a local database, which can be modified manually 
from inside the application. In addition all face 
annotations can also be stored directly into the image 
files in Adobe XMP-Format on demand. 

If all of the websites on the Internet used 
encrypted SSL connections the servers serving content 
using SSL (Secure Socker Layer) would need more 
CPU power and more electricity, when you multiply 
this by millions of pages served each second, costs 
dramatically add up, page loading would also be 
slower because the decryption process needs to take 
place in the computer and those using very low end 
processors in mobile devices would suffer speed the 
most.[25] 

AES is a new cryptographic algorithm that 
can be used to protect electronic data. Specifically, 
AES is an iterative, symmetric-key block cipher that 
can use keys of 128, 192, and 256 bits, and encrypts 
and decrypts data in blocks of 128 bits (16 bytes). 
Unlike public-key ciphers, which use a pair of keys, 
symmetric-key ciphers use the same key to encrypt 
and decrypt data. Encrypted data returned by block 
ciphers have the same number of bits that the input 
data had. Iterative ciphers use a loop structure that 
repeatedly performs permutations and substitutions of 
the input data. Figure 5 shows AES in action 
encrypting and then decrypting a 16-byte block of 
data using a 192-bit key.[30,31] 

An AES 128-bit encryption key is considered 
very strong and suitable to withstand future attacks, 
the U.S. Government requires 192 or 256-bit AES 
encryption keys for highly sensitive data, AES is the 
standard US Government encryption algorithm for 
data encryption. 

A 128-bit key can have more than 
300,000,000,000,000,000,000,000,000,000,000,000 
key combinations.[32] 

It is only a question of time before AES 
encryption becomes widely available from Microsoft 
and third-party vendors in the form of .NET 
Framework libraries. However, having this code in 
your skill set will remain valuable for a number of 
reasons. This implementation is particularly simple 
and will have low resource overhead. In addition, 
access to and an understanding of the source code will 
enable you to customize the AES class and use any 
implementation of it more effectively. 

Security is no longer an afterthought in 
anyone's software design and development process. 
AES is an important advance and using and 
understanding it will greatly increase the reliability 
and safety of your software systems.[33] 

Android 4.0 ice cream sandwich has been 
used for the introduced mobile banking application 
system. A good API (Application program interface) 
for that version makes it easier to develop 
a program by providing all the building blocks. Where 
the API level is a set of routines, protocols, and tools 
for building software applications.  

As the starting of the application, the user 
enters the password of his/her account, if incorrect the 
user enters it again if correct it captures the image for 
image processing, when the picture is captured it is 
sent for correlation, then it is sent for comparison with 
the other pictures, if not identical the application goes 
out and starts from the beginning, if identical the user 
will entered to his/her account to perform bank 
transaction as shown in figure 1. 
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Figure 1. Secure Mobile Banking flowchart 
 

In figure 2. The GUI of the software 
application on Android operating system smart phone 
has been seen. 
 
 
 
 
 
 
 
 
 
 
 
Figure 2. Application interactive view on the Android 
O.S. 
 

Here in the figure 3 and figure 4 the user is 
signing in for the mobile banking application with the 
help of facial recognition and his/her pin. The user 
enters his name, pin, e-mail, phone and the face 
photos to sign in then the process will begin. 
 
 
 
 
 
 
 
 
 
 
 
 
Figure 3. Interactive view for Sign in to the 
application 
 
 
 
 
 

 
  
 
 
 
 
 
 
 
 
 
 
Figure 4. Interactive view for Sign in process starting 
 

In the next step as seen in figure 5 the user 
take an image for him using mobile camera to transfer 
to the registering step. 

 

 

 
 
 
 
 
 

Figure 5. Interactive view for taking the user image 
 

The introduced Mobile Banking application 
is available for different banks as the user has many 
accounts on these banks. As the user select the bank 
he wants or wants to make an operation on the 
selected account the process will begin immediately 
as seen in figure 6. 

 
 

 
 
 

 
 
 
 
 
 

Figure 6. Interactive view for the bank account 
 

One of the services introduced by the Mobile 
Banking application is the paying the bills online of 
the DSL or phones linked to all cell phone companies 
also the landline phone companies. In figures 7, and 8 
which shows where the category (DSL or Phone), the 
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companies, the phone number and its confirmation for 
more security are used for the operation of paying 
bills. 
 
 
 
 
 
 
 
 
 
 
 
 
Figure 7. Interactive view for DSL and phones paying 
bills 
 
 
 
 
 
 
 
 
 
 
 
Figure 8. Interactive view for selecting the type of 
bills 
 

In the next step; the user will select the 
company name from the list of the introduced 
companies supported by the Mobile Banking 
application to begin actually the bill payment. That 
will be seen in figure 9. The user will enter the phone 
number then confirm by enter again the phone number 
then fills the bill amount that should be paid which 
explained in figure 10. 
 
 
 
 
 
 
 
 
 
 
 
Figure 9. Telecommunication company selection 
interactive view 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
Figure 10. Interactive view for paying bill process 
 

Here in figure 11 another service introduced 
by the Mobile Banking application which provides the 
Money transfer from bank account to another account. 
 
 
 
 
 
 
 
 
 
 
 
Figure 11. Money Transfer process interactive view 
 

Here in figure 12 another service introduced 
by the Mobile Banking application which provides 
reviewing the last five operations of his/her banking 
transaction on the application.  

 
 
 
 
 
 
 
 
 
 
 

Figure 12. Interactive view for reviewing and listing  
the last five operations process 
 

The user can send e-mail to the Bank server 
for any required information related or not related to 
the transactions via the service introduced by the 
Mobile Banking application which is seen in figure 
13. 
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Figure 13. Interactive view for Bank’s server 
correspondence process 
 

The last service introduced by the Mobile 
Banking application is providing the user with high 
security to feel safe in case if the mobile stolen, lost, 
or hacked in just few minutes the account will be 
closed as shown in figure 14. 

 
 
 
 
 
 
 
 
 
 
 
 
Figure 16. Bank’s server account safety process 
interactive view 
 
8. Software and Hardware Tools  
8.1 Software tools 

In this, research the software tools that are 
used: 

 Eclipse (for java mobile applications).  
 Android SDK (Software Development Kit). 
 JDK (Java Development Kit).  
 Java developer 
 SQL 
 “Faint” Image processing toolkit. 

 
8.2 Hardware tools 

The Hardware tools that are used: 
 Smart phone (Samsung Galaxy DUOS using 

android system. 
 Laptop  

 
9. Conclusion 

Each banking institution with online mobile 
access is starting to implement portals with the aim of 
seducing both clients and prospects by combining 
services that are accessible to all and functions that 

require valid authentication. And since mobile phones 
are continually being improved, the services on offer 
continue to evolve so that you can now perform a 
large number of tasks from your mobile phone as well 
as being able to freely manage your accounts when it 
best suits you.[34] 

In the introduced secure mobile banking 
application, the main objective was to make the 
customer use the application to feel safe about his 
money during any transaction process he/she makes 
through the application. At the same time saves time 
and effort, besides the several services the application 
is offering which makes the customer indispensable to 
cooperate with bank branches. 

Using Face recognition has been and will 
continue to be a very challenging and difficult 
problem. In spite of the great work done in the last 30 
years, we can be sure that the face recognition 
research community will have work to do during, at 
least, the next 30 years to completely solve the 
problem. Strong and coordinated effort between the 
computer vision, signal processing and psychophysics 
and neurosciences communities are needed. 
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