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Abstract: Due to the rapid growth of wireless technology and wireless services, a detailed look at the issue of 

security is required. Mobile networks are protected by using authentication security mechanisms. The authentication 

protocol incurs overheads on the transmission process. These overheads affect the mobile network performance such 

as delay, bandwidth allocation efficiency and throughput. The main aim of this research is to improve authentication 

mechanism in mobile networks. In the proposed protocol, AKA has been enhanced by generating temporary key to 

enable visitor location register (VLR/SGSN) to authenticate mobile station (MS) without intervention of HLR/AuC. 

Therefore, the bottleneck at the authentication centre is avoided by reducing the number of messages between 

mobile and authentication centre.  A fluid mobility model is used to investigate the performance of signaling traffic 

and load transaction messages between mobile databases, such as Home Location Register (HLR) and Visitor 

Location Register (VLR), for both the current protocol and the proposed protocol. The simulation results show that 

the authentication delay and current load transaction messages between entities and bandwidth are minimized as 

compared with the current protocol. Therefore, the performance and authentication delay time have been improved 

significantly. To validate the simulation results in this research work, the results have been compared and analyzed 

with the analytical results. 
[Ja’afer AL-Saraireh. Security Performance Analysis and Enhancement of Authentication Protocol in Wireless 

Mobile Networks. Journal of American Science 2011;7(5):599-610]. (ISSN: 1545-1003). 
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1.  Introduction 

Authentication is used to provide security 

services in wireless mobile networks, it is considered 

as an initial process to authorize a mobile terminal for 

communication through secret credentials (AL-

Saraireh and Yousef, 2006). The authentication 

process provides a reasonable level of security, but it 

overloads the network with significant signalling 

traffic and increases the call setup time (AL-Saraireh 

and Yousef, 2006).  

There are different approaches done to 

enhance UMTS authentication mechanisms, there are 

sets of approaches being discussed in Europe (Putz et 

al., 1998). The 1st scheme is proposed by Royal 

Holloway College. This protocol is a symmetric 

scheme, it works with a challenge response 

mechanism and it is offers a mutual authentication of 

the user and the network operator as well as 

confidentiality about the user identity towards the 

network operator. In general the mechanism consists 

of five messages, which are exchanged between the 

user, the network operator and the service provider. If 

the user has already logged on at the network 

operator who possesses a temporary identity, two of 

the five messages are dropped and the service 

provider is not involved. The 2nd scheme is proposed 

by Siemens. It is an asymmetric protocol. This 

protocol requires five messages, which are exchanged 

between the user, the network operator and a 

certificate server storing certified copies of the 

necessary public keys. Only three messages are 

required for this without a certificate server being 

involved. The 3rd scheme is proposed by KPN. It is a 

variant of the station-to-station (STS) protocol and 

similar to protocol that was developed by Siemens as 

far as the message flow and the mechanism of key 

exchange is concerned. The 4th scheme is proposed 

by Siegen University. This protocol is based on 

asymmetrical, certified based algorithms. By making 

use of Time Variant Parameters, digital signatures 

supply the authentication of the communicating 

partners. 

The UMTS AKA protocol has the problem 

of the bandwidth consumption between SN and HN. 

It is attractive to choose a suitable length (L) value 

for AV in the third generation mobile networks. So, 

many techniques are developed to minimize the 

authentication signalling cost and network bandwidth 

consumption by selecting dynamic length (L) for an 

authentication vector (AL-Saraireh and Yousef, 

2006), (AL-Saraireh and Yousef, 2007), (AL-

Saraireh, 2011) and (3GPP, 2008). But with this 

improvement there is still bandwidth consumption 

(AL-Saraireh, 2011). 

The technique of Lin and Chen basically 

estimated the number of authentication requests in 

current visited network based on the number in the 

previous visited network. Whereas the method of 
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AL-Saraireh and Yousef, estimated the number of 

authentication requests in current visited network 

based on the history of mobile movements and the 

arrival rate for events (AL-Saraireh and Yousef, 

2007). 

Juang and Wu proposed an efficient 3GPP 

AKA with robust user privacy. A temporary key to 

authenticate MS and prevent the location privacy 

attack is used. In this proposed protocol, the VLR 

initiates the authentication process by sending a 

random number to the MS without using any MAC 

(Juang and Wu, 2007). Therefore denial of services 

(DoS) attack is possible, additionally; the proposed 

protocol has seven steps. 

A new UMTS AKA protocol called EAKAP 

is proposed in (Farhat et al., 2009). The EAKAP 

combines identification stage and AKA stage of 

UMTS AKA protocol. The problem in EAKAP is 

that the size of messages between MS, VLR/SGSN 

and HLR/AuC is increased. Therefore; the 

consumption of bandwidth is occurred. Subscriber 

identity/location confidential and non-repudiation 

services are solved by (Min-Shiang et al., 2010), the 

proposed scheme integrates symmetric and public 

key cryptosystem. An Enhancement for UMTS AKA 

protocol is proposed by Harn and Hsin used hash 

chaining technique instead of using AVs (Huang and 

Li, 2005).  

Huang and Li (2005) proposed an extension 

of UMTS AKA protocol, called UMTS X-AKA, to 

overcome some of problems of UMTS AKA 

protocol. The UMTS X-AKA protocol used 

timestamp to manage re-freshness of the messages. A 

time synchronization infrastructure is required to use 

timestamp.  So time-sync structure of the network has 

no security feature. 

Daeyoung etal., proposed a privacy 

protecting UMTS AKA protocol is providing perfect 

forward secrecy. The proposed protocol used 

timestamp as X-AKA and used EC-based Diffie-

Hellman key agreement protocol (Adi et al., 2007); 

therefore; the authentication time and setup time is 

increased. 

Adi et al., proposed a technique for public 

key image authentication using fussy computations 

for El-Gamal authentication technique (Daeyoung et 

al., 2007), the security was enhanced while more 

computation overhead was incurred. 

The current mechanism of security 

authentication in 3G system is known as AKA 

protocol. In this mechanism a secret key (K), and 

cryptographic algorithms are shared between MS and 

HN (AL-Saraireh and Yousef, 2006) and (Zhang and 

Fang, 2005).  

AKA protocol has many weaknesses such 

as, the transmission between the HN and SN is 

usually expensive, the authentication vectors (AVs) 

consume network bandwidth for each transmission 

from authentication centre to SN (Lin and Chen, 

2005), the storage space overhead occurs in SN, and 

bottleneck at HN, the HN is responsible for 

generating authentication vectors upon receipt of 

requests from all SN.  

In this paper the UMTS AKA illustrates in 

section 2. In section 3, the UMTS authentication 

protocol is analysed. The efficient and secure AKA 

scheme is described in section 4. Section 5 presents 

security performance analysis for the proposed 

protocol.  Simulation results, comparison and 

discussion between the UMTS AKA protocol and 

proposed protocol are presented in section 6. In 

section 7, the statistical test and validation is 

presented. The paper is concluded in section 8.  

 

2. UMTS Authentication Protocol  

The current mechanism of security 

authentication in 3G system is known as AKA 

protocol. In this mechanism a secret key (K), and 

cryptographic algorithms - f1, f1
*
, f2, f3, f4, f5 and f5

*
- 

are shared between MS and HN (AL-Saraireh and 

Yousef, 2006) and (Huang et al., 2009).  

There are two phases in AKA protocol, the 

first phase is the generation and distribution 

authentication vectors from the HN to the SN, and 

the second phase is the authentication and key 

agreement procedure between the MS and the SN 

(AL-saraireh and Yousef, 2007) and (Zhang and 

Fang, 2005). An overview of UMTS AKA is given in 

figure 1 (AL-Saraireh, 2011). 

 
Figure 1. The Authentications and key agreement 

protocol. 

 

Mobile station (MS) sends authentication 

request to the SN, which includes International 

Mobile Subscriber Identity (IMSI). SN passes this 

authentication request to HN. HN sends 

authentication data response to SN, which include 

authentication vector (AV). Each authentication 

vector has five components: random number 

(RAND), expected response (XRES), cipher key 

(CK), integrity key (IK) and authentication token 

(AUTN). The authentication vectors are ordered by 
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the sequence number SQNHLR. The authentication 

vector is generated according to the following steps 

(AL-Saraireh, 2011) and (Li et al., 2009): 

i. HN set SQN to SQNHN and generates 

RAND. 

ii. HN computes the following values: XRES, 

CK, IK, AK, and MAC  

iii. HN assembles the authentication token 

AUTN = (SQN ⊕ AK||AMF||MAC) and the 

authentication vector (RAND,XRES, CK, 

IK, AUTN) 

iv. HN increments SQNHLR by 1.   

SN is receiving response from HN and then 

storing AV. The SN selects the i
th

 authentication 

vector AV(i), and sends (RAND (i), AUTN(i)) to MS. 

Each authentication vector is efficient for one 

authentication process (AL-Saraireh, 2011).  

MS is receiving RAND and AUTN from SN. 

MS computes and retrieves the anonymity key AK, 

SQN, expected message authentication code XMAC. 

The MS compares XMAC with MAC which is 

included in AUTN. If they are different, then MS 

sends failure message to the SN. Otherwise, MS 

checks that the received SQN is in the correct range. 

If the SQN is not in the correct range, then MS sends 

failure message to the SN. Otherwise, if the SQN in 

correct range, the MS computes RES and sends it to 

SN. Lately, MS computes CK and IK. 

SN is receiving authentication response 

from MS. SN compares the received RES with XRES 

in authentication vector.  If RES is matching XRES, 

then authentications is successfully completed and 

select the CK and IK from authentication vector. If 

RES is unequal XRES, SN sends authentication 

failure to the HN. 

 

3. Analysis Of UMTS Authentication Protocol 

In this research work, a fluid mobility 

model, as in (AL-saraireh and Yousef, 2006), 

(Mohan and Jain, 1994) and (Skehill and McGrath, 

2004) is used to investigate and analyse the 

performance of signalling traffic, load, and 

bandwidth that are generated by UMTS 

authentication protocols, and the delay in the call 

setup time (AL-Saraireh and Yousef, 2006).  

Different mobility models used to describe 

aggregate and individual user movement behaviour 

such as Fluid Mobility model, Gravity model, 

Gaussian model, Random Walk model, and Markov 

model. 

The fluid flow model is suitable for this 

research study because it is characterizes aggregate 

movement behaviour as the flow of a fluid. Fluid 

flow model describes the mobility in terms of the 

average number of users crossing the boundary of a 

registration area. Fluid-flow model is more suitable 

for users with high mobility, infrequent speed, and 

direction changes.  

The fluid mobility model has the following 

parameters (AL-Saraireh and Yousef, 2006): 

i. User who is carrying mobile station (MS) is 

moving at an average velocity v; 

ii. Direction of MS movement is uniformly 

distributed over [0, 2π]; 

iii. Mobile users are uniformly populated with 

the density ρ within the registration area; 

iv. L is perimeter length Registration area (RA) 

boundary. 

The rate of registration area crossing R, and 

the average number of active mobile crossing the 

registration area, is given by (AL-Saraireh and 

Yousef, 2006) and (Mohan and Jain, 1994): 

)1(
..

,Re
π

ρ Lv
R RAgistration = 

The signalling traffic for registration, 

origination, and termination of calls was calculated 

by using equation (1). Mobile traffic of the network 

depends on the MS user’s movement. Table 1 

summarises assumptions, which are made to perform 

numerical analysis (AL-Saraireh and Yousef, 2006) 

and (Porta et al., 1996). 

 

Table 1. Assumption parameters. 

Parameter Value 

Total registration area (RA) 128  

Square registration area size (8.65km)
2
= 

74.8225 km
2
 

Border length L 32.45 km 

Mean density of mobile ρ 328 /km
2
 

Total of MS 3.5 million 

Average call origination rate 2/hr/user 

Average call termination rate 2/hr/user 

Average speed of user who is 

carrying mobile, v 

5.95 km/hr 

 

The rate of deregistration area crossing R is 

equivalent to the rate of registration (AL-Saraireh and 

Yousef, 2006).  

)2(,, RAtionDeregistraRAonRegistrati RR =  

The total number of authentication request 

messages per second that arrive at the HLR/HN is 

[(AL-Saraireh and Yousef, 2006): 

)3(*,, RAofnumberTotalRAonregistratiRHLRonRegistratiR =  

The total number of authentication requests 

due to call origination per serving network (SN) is 

equivalent to the total number of authentications due 

to call termination per serving network. The total 

number of authentication requests due to call 
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origination per serving network ( SNorignationCallR / ) is 

calculated as follows (AL-Saraireh and Yousef, 

2006): 

)4(*

/

MSofTotalRatenOriginatioCallAverage

UserPerRateCall
SNnOriginatiocall

R

=

=
 

The number of calls origination per 

registration area ( RAorignationCallR / ) is calculated as 

(AL-Saraireh and Yousef, 2006): 

)5()
/

/

AreaonregistartiTotal

SNorignationCall
R

RAorignationCall
R =

 

The number of calls terminating per 

registration area ( RAnTerminatioCallR / ) is equivalent to 

the number of call originations per registration area, 

RAnTerminatioCallR / (AL-Saraireh and Yousef, 2006). 

The security performance for the current 

UMTS authentication and key agreement protocol 

was analyzed by (AL-Saraireh and Yousef, 2006) and 

the results are summarized as follows: 

Table 2 summarizes the total authentication 

requests per VLR/SN and HLR/HN for each type of 

activity, as computed by (AL-Saraireh and Yousef, 

2006). 

 

Table 2: Total authentication requests per second (s) 

for VLR and HLR. 

Activity VLR/s HLR/s Total/s 

Registration  5.60 716.80 722.40 

Call Termination  15.19 1944.40 1959.59 

Call Origination  15.19 1944.40 1959.59 

Total/ Network  35.98 4605.60 4641.58 

 

The signalling messages flow for each 

activity: registration, call origination, and call 

termination was summarised in (AL-Saraireh and 

Yousef, 2006), as shown in table 3. 

 

Table 3: Signalling messages per authentication 

request for each activity. 

Activity AuC HLR VLR Old VLR Total 

Reg. 2 4 5 1 12 

Call Term. 2 4 5 0 11 

Call Orig. 2 4 5 0 11 

Total 6 12 15 1  
 

The total signalling traffic and load 

transaction messages between mobile databases 

(VLR/SN and HLR/HN) was computed by [1] as 

shown in table 4, based on the results from table 2 

and table 3. 

Table 4: Total signalling traffic and load transaction 

messages/s for each activity in UMTS 

Activity AuC HLR VLR 
Old 

VLR 
Total 

Regist. 1433.60 2867.20 28.01 5.60 4334.41 

Call Term. 3888.80 7777.60 75.95 0 11742.35 

Call Orig. 3888.80 7777.60 75.95 0 11742.35 

Total 9211.20 18422.40 179.91 5.60  

 

As shown in table 4, the relationships 

between the velocity of movement of users and the 

total authentication requests per VLR/SN and 

HLR/HN for the UMTS authentication process is 

directly proportional, and the relationship between 

the registration area and total authentication requests 

per VLR/SN and HLR/HN for the UMTS registration 

process is directly proportional. Table 5 has the 

authentication parameters that were used to compute 

the bandwidth for each activity (AL-Saraireh and 

Yousef, 2006). 

 

Table 5: Authentication parameters. 
Parameter Length (bits) 

IMSI 128 

Key K 128 

Random Challenge RAND 128 

Sequence Number SQN 48 

Anonymity Key AK 48 

Authentication Management Field 

AMF 

16 

Message Authentication Code 

MAC 

64 

Cipher Key CK 128 

Integrity Key IK 128 

Authentication Response RES 32 

Authentication token AUTN 128 

Authentication vector AV as one 

record 

544 

Standard number of record in 

authentication vector 

5 

Location Area Identifier LAI 40 

Service Request 8 

 

The authentication delay is the time between 

the MS sends an authentication request until the MS 

receive the authentication response. Al-Saraireh and 

Yousef were assumed that the authentication time 

delay is authT and the time delay to access the 

VLR/SN database is the same as to access the 

HLR/HN database, and they let this time to be 

DBT and the time between MS and VLR/SN 

is SNhVLRMST /↔ . The authentication delay was 

computed by (AL-Saraireh and Yousef, 2006) as 

follows: 

)6(
/

*3*4
SNVLRMS

TDBT
Auth

T
↔

+=  

Table 6 summarises the bandwidth 

consumed between the MS and VLR/SN and between 

databases, as computed by (AL-Saraireh and Yousef, 

2006). 
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Table 6: Bandwidth Consumptions between entities 

for AKA protocol. 

Activity 

Bandwidth 

between MS 

and VLR/MSC 

(Bytes/S) 

Bandwidth 

between 

Databases(

Bytes/S) 

Total 

Registration 324.80 2531.20 28560 

Call Orig./Term. 881.02 6865.88 7746.90 

Total/ Network 1205.82 9397.08 10602.90 

 

4. The Proposed Efficient Authentication Protocol 

(E-AKA) 
E-AKA is used to eliminate the security 

weakness involved with UMTS AKA.  E-AKA is 

considered as a secure and an efficient authentication 

scheme. In the E-AKA scheme VLR/SN has the 

capability to authenticate the user without 

intervention of HLR/HN.  

The E-AKA uses a new key generation 

functions called fx to generate the temporary key 

(TK). The fx function produces a 128 bits or higher 

bits to provide high level of security.  In the proposed 

protocol, the SN is able to authenticate the MS after 

the initial authentication has been performed. The 

proposed authentication protocol contains two 

operation modes for initial and subsequent 

authentication. The first mode is registration and 

distribution of authentication information (Initial 

Authentication) and temporary key (TK) from the 

HLR/HN to the VLR/SN. The second mode is the 

authentication and key agreement procedure 

(Subsequent authentication) performed between the 

MS and the VLR/SN. 

Figure 2 and 3 describe authentication 

mechanism for the proposed protocol. The 

authentication procedure is described as follow: 

 

Step 1: Authentication Request Message: When MS 

needs authentication to network, to access or to use 

the network services, the initial authentication is 

carried out as follow:   

1.1 MS generates random number (RandMS),  

1.2 MS computes the Message Authentication Code 

MACMS= f1(K, RandMS), 

1.3  MS sends IMS, RandMS and   MACMS as 

authentication request to VLR/SN. 

Step 2: Authentication Request Message: VLR/SN 

passes this authentication request to HLR/HN.  

Step 3: Authentication Response Message: Receiving 

the authentication request and then verification 

procedure is performed by HLR/HN. A response 

message is generated. The following operations are 

carried by HLR/HN: 

3.1  Compares and computes expected message 

authentication code for mobile station 

(XMACMS) to verify the received message.  

XMACMS=f1(K, RandMS) 

XMACMS ?= MACMs 
If mismatching occurs then the registration will 

fail otherwise it will execute the next steps. 

3.2 Generates SQNHLR and RANDHLR. 

3.3 Computes expected response XRESHLR = 

f2(K,RANDHLR), Anonymity Key AKHLR = 

f5(K,RANDHLR), Message Authentication Code 

MACHLR = f1(K,SQN||RANDHLR||MAF), where 

MAF is Message Authentication Field and 

authentication token AUTNHLR = (SQN ⊕  

AKHLR||AMF||MACHLR) where ⊕  is exclusive 

OR operation. 

3.4 Computes temporary key TK = fx(K,RANDHLR). 

3.5 Sets response messages and sends it to 

VLR/SGSN, including one authentication vector 

AV. This AV consists of four components: 

RANDHLR, XRESHLR, TK and AUTNHLR.  

AV = RANDHLR|| XRESHLR||TK|| AUTNHLR 

Step 4: Authentication Response Message: Receiving 

the response message from HLR/HN, VLR/SN will 

invoke the authentication to the MS. VLR/SN will 

achieve the following: 

4.1 Stores the TK, AUTNHLR and generates RandVLR. 

4.2 Computes MACVLR=f1(TK, MACHLR||RandVLR) 

where the MACHLR retrieved from AUTNHLR 

which stored in previous step. 

4.3 Computes AUTNVLR = (SQNHLR 

⊕ AKHLR||AMF||MACVLR) 

4.4 VLR/SN sends AUTHVLR, RandVLR and RandHLR 

to MS 

Step 5: Authentication Response Message: When MS 

receives the messages, the MS will achive the 

following: 

5.1 Computes TK=fx(K, RandHLR). 

5.2 Verifies that the received sequence number SQN 

is in the correct range. If the MS considers the 

sequence number to be not in the correct range, it 

sends synchronization failure back to the 

VLR/SN including an appropriate parameter, and 

abandons the procedure. 

5.3 Computes XMAC for HLR and VLR. 

 XMACHLR = f1(K, AKMS ⊕  (SQNHLR 

⊕ AKHLR)||RandHLR|| AMF)  where RandHLR 

and AMF are retrieved from AUTNVLR 

XMACVLR = f1(TK, XMACHLR||RandVLR). If 

XMACVLR is equal XMACVLR then HLR/HN and 

VLR/SN are valid,  

5.4 Computes an XRES = f2(TK, RandVLR) 

5.5 Sends XRES to VLR/SN. While, the MS 

computes an integrity key as IK = f3(TK, 

RandVLR) and a cipher key as CK = f4(TK, 

RandVLR) to realize securely communication 

with VLR/SN subsequently. 
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Step 6: Authentication Response Message: VLR/SN 

receives the messages from MS and verifies whether 

RES is identical to the XRES. If it is true, the whole 

authentication is successfully completed. If it is false, 

the authentication is failed. 

After the initial authentication, both the 

VLR/SN and MS obtain the authentication result 

from the HLR/HN and share some secret 

information. Here, the VLR/SN caches some 

authentication information, which can be used in 

subsequent authentication without intervention of 

HLR/HN. 

After initial authentication, the VLR/SN has 

the ability to authenticate the MS in subsequent 

authentication. If the MS remains in the same 

VLR/SN and requests services, then the user should 

ask for subsequent authentication. MS similarly 

generates an authentication request message, which 

should contain the information shared between the 

MS and VLR/SN; the VLR/SN uses this information 

to authenticate the MS. VLR/SN authenticates MS by 

using temporary key TK. 

As mentioned above, the VLR/SN has 

cached information needed to authenticate MS. After 

authenticating the MS, the VLR/SN sends a response 

message containing the authentication result to the 

MS. The MS receives the response message and 

learns whether the authentication was successful or 

not. The subsequent authentication is described as 

follows: 

Step 1: Authentication Request Message: MS sends 

authentication request to VLR/SN 

Step 2: Authentication Request Message: When 

VLR/SN receives the request message, VLR/SN will 

do the following: 

 

2.1 Generates RandVLR 

2.2 Computes authenticate token AUTN  = SQN ⊕  

AK ||AMF ||MAC 
Where AK = f5(TK,RAND), and  MAC 

= f1(TK,SQN||RAND||MAF). 
2.3 Sends AUTN and RAND to MS. 

Step 3: Authentication Response Message: When MS 

receives the response message, MS will achieve the 

following: 

3.1 Computes and retrieves the  AK = f5 (TK, Rand),  

SQN =( (SQN ⊕  AK) ⊕  AK),  and  XMAC = 

f1 (SQN, RAND, AMF)  
3.2 Compares XMAC with MAC which is included 

in AUTN. If XMAC is not equal to MAC then 

MS sends failure message to the VLR/SN, else if 

XMAC is equal MAC then MS checks that the 

received SQN is in the correct range i.e. SQN > 

SQNMS. If SQN is not in the correct range then 

MS sends failure message to the VLR/SN, else if 

it is in the correct range, then MS computes the 

Response RES = f2 (TK, RAND), and CK = f3 

(TK, Rand). After that, it sends RES to VLR/SN.  

Step 4: Authentication Response Message: VLR/SN 

receives the messages from MS and verifies whether 

RES is identical to the XRES. If it is true, the whole 

authentication is successfully completed. If it is false, 

the authentication is failed. 

 

 
 

Figure 2. Registration and distribution of 

authentication information (Initial Authentication) in 

EAKA 

 

 
Figure 3. Subsequent authentications in EAKA 

 

5. Analysis of the Proposed Protocol 

Figure 4 illustrates the signalling messages 

flow for registration activity in the proposed protocol. 

The signalling messages flow for call origination and 

termination (i.e., subsequent authentication) is 

represented in figure 5. 

The total signalling traffic and load 

transaction messages between the mobile database 

(VLR/SN and HLR/HN) are shown in table 8, and 

are calculated from the values in tables 2 and 7. The 

rate of registration area crossing R is calculated by 

using equation (1):  

sec/60.5
sec*60min*60*1

45.32*95.5*328

, ==
πhr

RAonregistrati
R

  
By using equation (2), the rate of 

deregistration area crossing R is equivalent to the rate 

of registration.  
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sec/60.5, =RAtionDeregistraR   

The total number of authentication request 

messages per second that arrive at the HLR by using 

equation (3) 

sec/8.716128*60.5, ==HLRonregistratiR  

The total number of authentication requests 

due to call origination per serving network (SN) is 

equivalent to the total number of authentications due 

to call termination per serving network. The total 

number of authentication requests due to call 

origination per serving network ( SNorignationCallR / ) is 

calculated by using equation (4) as follows: 

s
hr

million
R SNnOriginatiocall /4.1944

sec60min*60*1

5.3*2
/ ==

 
The total number of calls 

terminated sR SNerminationtCall /4.1944/ = .  

By using equation (5), the number of calls origination 

per registration area ( RAorignationCallR / ) is: 

sR RAorignationCall /19.15
128

4.1944
/ ==  

The number of calls terminating per 

registration area ( RAnTerminatioCallR / ) is equivalent to 

the number of call originations per registration area, 

sR RAnTerminatioCall /19.15/ = . 

From figures 4 and 5, the signalling 

messages per authentication for each activity 

registration, call origination, and call termination is 

summarised table 7. The total signalling traffic and 

load transaction messages between the mobile 

database (VLR/SN and HLR/HN) are shown in table 

8, and are calculated from the values in tables 2 and 

7. 

 
Figure 4. Signalling messages flow for the E-AKA 

protocol (Registration, initial Authentication). 

 

 
Figure 5. Signalling messages flow for the E-AKA 

protocol (Subsequent Authentication). 

 

Table 7. Signalling messages per authentication 

request in the proposed protocol. 

Activity AuC HLR VLR Old VLR Total 

Reg. 2 4 5 1 12 

Call Term. 0 0 3 0 3 

Call Orig. 0 0 3 0 3 

Total 2 4 11 1  
 

Table 8. Total signalling traffic and load transaction 

messages per second for each activity in the 

Activity AuC HLR VLR 
Old 

VLR 
Total 

Regist. 1433.60 2867.20 28.01 5.60 4334.41 

Call Term. 0 0 45.57 0 45.57 

Call Orig. 0 0 45.57 0 45.57 

Total 1433.60 2867.20 119.20 5.60  

 

For registration and distribution of 

authentication (i.e., initial authentication), the 

authentication delay for the proposed protocol 

AuthInitialT  is computed as follows: 

)7(*3*4 / SNVLRMSDBAuthInitial TTT ↔+=

 

While for subsequent Authentication, the 

authentication delay for proposed protocol 

AuthSubsequentT  is: 

)8(*3 / SNVLRMSAuthSubsequent TT ↔=

 
The average of authentication delay for proposed 

protocol AuthAvglT  is: 

)9(
2

)( AuthSubsequentAuthInitial

AuthAvg

TT
T

+
=  

In initial authentication to compute the 

bandwidth, there are seven messages to authenticate 

MS, three of them between the MS and VLR/SN, and 

the other four are between databases. For subsequent 

authentication, there are three messages between MS 

and VLR/SN.  

For Initial authentication, the size of these 

messages between MS and VLR/SN can be computed 

as follows: 
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(i) M1 is the first message which contains the 

following parameters: IMSI/TMSI,Service 

request, and LAI. The length of message 1 is 

computed as follow: 

)10()(

)()(

)(

)/()1(

MSMACLength

MS
RandLengthLAILength

equestRServiceLength

TMSIIMSILengthMLength

++

+

+=

bitsMLength 36864128408128)1( =++++=

 

(ii) M6 is the sixth message which contains the 

parameters: AUTNVLR, RandVLR, RandHLR, the 

length of message six is: 

)11.(..........)()()()6( HLRVLRVLR RandLengthRandLengthAUTNLengthMLength ++=

bitsMLength 384128128128)6( =++=

 

(iii) M7 is the seventh message between MS and 

VLR/SN which contains only RES. The 

length of M7 is:  

)12(32)()7( bitsRESLengthMLength == 

The total size of authentication messages 

between MS and VLR/SN is calculated as follows: 

bytesbits

MLength

MLengthMLength

SNVLR
messages

MSLength

9878432384368

)13()7(

)6()1(

)/(

==++=

++

= →←

 

The size of messages between databases for 

initial authentication is computed as following: 

(i) M2 is the second message which contains 

the following parameters: 

IMSI/TMSI,Service request, LAI, RandMS, 

and MACMS).  

)14(368)1()2( bitsMLengthMLength == 

(ii) M3 is the third message, which contains the 

same parameters as M1 and M2. 

)15(368)1(

)2()3(

bitsMLength

MLengthMLength

==

=
 

(iii) M4 is the fourth message, which contains 

only one AV.  

bits

HLRAUTNLengthTKLength

HLRXRESLengthHLRRandLength

AVLengthMLength

41612812832128

)16()()(

)()(

)()4(

=++++=

+

++

==

 

(iv) M5 is the fifth message, which contains 

parameter same as M4.  

)17(416)4()5( bitsMLengthMLength == 

The total size of authentication messages between 

databases is: 

bytesbits

MLengthMLength

MLengthMLength

HNAuC
messages

HNHLR

HNHLR
messages

SNVLRLength

1961568416416368368

)18()4()4(

)3()2(

)//

//(

==+++=

+

++

=+  →←

 →←

The total size of messages in the initial authentication 

process is: 

byteshInitialAutLength 29419698)( =+= 

For subsequent authentication, the size of 

these messages between MS and VLR/SN can be 

computed as follows: 

(i) M1 is the first message which contains the 

following parameters: IMSI/TMSI,Service 

request, LAI, RandMS, and MACMS). The 

length of M1 is: 

)19()()(

)/()1(

LAILengthequestRServiceLength

TMSIIMSILengthMLength

+

+=

bitsMLength 176408128)1( =++=  

(ii) M2 is the second message includes AUTN 

and Rand. The length of M2 is: 

)20()()()2( RandLengthAUTNLengthMLength += 

bitsMLength 256128128)2( =+= 

(iii) M3 is the third message includes RES. The 

length of M3 is: 

)21.(32)()3( bitsRESLengthMLength == 

The total size of messages in the subsequent 

authentication process is: 

.5846432256176

)22()3()2(

)1()(

bytesbits

MLengthMLength

MLengthAuthSubsequentLength

==++=

+

+=

 

The average total size of messages in proposed 

authentication protocol is: 

bytes

AuthSubsequentLengthhInitialAutLength

AuthAvgLength

176
2

58294

)23(
2

)()(

).(

=
+

=

+

=

 

As shown in table 2, for registration activity 

there are 5.60 authentication requests and for 

origination/termination call activity there are 15.19 

authentication requests. Table 9 summarises the 

bandwidth used between the MS and VLR/SN, and 

between databases. 
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Table 9. Bandwidth that is used between entities for 

proposed protocol. 

Activity 

Bandwidth 

between MS 

and VLR/MSC 

(Bytes/S) 

Bandwidth 

between 

Databases(

Bytes/S) 

Total 

Registration 548.80 1097.60 1846.40 

Call Orig./Term. 881.02 0 881.02 

Total/ Network 1429.82 1097.60 2527.12 

 

6. Simulation Results and Discussion 

To analyze signalling traffic performance, 

load transaction messages and bandwidth, the 

simulation study has been carried out. Different 

simulation scenarios are carried out by using different 

mobility rates. The software that has been used to 

simulate the current and proposed authentication 

protocol is network simulator (NS-2). NS-2 is an 

object-oriented, discrete event driven network 

simulator developed at UC Berkely. 

In the proposed protocol, the signalling 

messages are reduced between the mobile network 

entities. Tables 10, 11, 12, and 13 illustrate the 

differences between current UMTS authentication 

protocol and the proposed protocol. The current 

protocol needs 12 messages  between mobile network 

entities to perform registration or 11 messages for 

call origination/termination, but proposed protocol 

needs only 12 messages to perform registration or 3 

messages for call origination/termination.   

The results show that the authentication 

delay and current load transaction messages between 

entities and bandwidth are minimised when 

compared with the current protocol, as illustrated in 

figures 6, 7, 8, and 9. Therefore, the performance and 

the authentication delay time have been improved 

significantly. As shown in table 12, the percentage of 

improvement is more than 67.55%. From equations 

6, 7, 8, and 9, where it is assumed that TDB = 1ms, 

the proposed protocol has less delay than the current 

UMTS protocol as shown in figure 6. 

 

Table 10. Compare signalling messages between 

current and proposed authentication protocol. 
 Current Protocol Proposed Protocol 

Activity AuC HLR VLR 
Old 

VLR 
AuC HLR VLR 

Old 

VLR 

Registration 2 4 5 1 2 4 5 1 

Call 

Term./Orig 

2 4 5 0 0 0 3 0 

 
Table 11. Compare total signalling traffic and load 

messages per second between entities for each 

activity. 
 Current Protocol Proposed Protocol 

Activity AuC HLR VLR Old 

VLR 

AuC HLR VLR Old 

VLR 

Regist. 1433.60 2867.20 28.01 5.60 1433.60 2867.20 28.01 5.60 
Call 

Term./Orig 

3888.80 7777.60 75.95 0 0 0 45.57 0 

 

Table 12. Compare total signalling traffic and load 

messages per second between entities. 
Entity Current 

Protocol 

Proposed 

Protocol 

% improvement 

AuC 9211.20 1433.60 84.44 

HLR 18422.40 2867.20 84.44 

VLR 179.91 119.15 33.77 

Average of Improvement %              67.55 

 
Table 13: Compare the bandwidth for each activity 

between database and VLR/MSC. 
Bandwidth Between MS and VLR and Between Data Bases 

 Current Protocol Proposed Protocol 

Activity VLR Database Total VLR Database Total 

Registration 324.80 2531.20 2856.00 548.80 1097.60 1646.40 

Call 

Term./Orig 

881.02 6865.88 7746.90 8281.02 0 881.02 
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Figure 6. Authentication delay when 
msTDB 1=
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Figure 7. Load transaction messages per second between 

entities. 
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Figure 8. Total signalling messages/second for all 

activity in current and proposed protocol. 
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Figure 9. Network signalling traffic with different 

mobility rate. 
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Figure 10. Comparing the bandwidth for each activity 

between current and proposed protocol. 
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Figure 11. Authentication delay when the number of MS 

increased (simulation results). 

 

7. Statistical Tests And Validation 

The analysis of variance (ANOVA) method was 

used to compare the difference current and proposed 

protocol, and between analytical and simulation results, 

whether significant or insignificant. 

For analytical results, the average authentication 

delay for the proposed protocol is (15.80) and current 

protocol is (17.80), by using the T-test showed a 

significant difference at (0.05) level of significance. For 

simulation results, the average authentication delay for 

the proposed protocol is (15.60), while the average of the 

current protocol is (18.14), by using the T-test showed a 

significant difference at (0.05) level of significance. 

For the proposed protocol, when comparing the 

average authentication delay between the analytical 

results (15.80) and the simulation results (15.60), an 

insignificant difference was found. That was based on 

the statistical test, which was done using an independent 

T-test at (0.05) level of significance. When comparing 

the average authentication delay between the analytical 

results (17.80) and the simulation results (18.14) for 

current protocol, an insignificant difference was found. 

That was based on the statistical test, which was done 

using an independent T-test at (0.05) level of 

significance. 

For analytical results, the average bandwidth for 

the proposed protocol is (1.26) and for the current 

protocol is (5.30), by using the T-test showed a 

significant difference at (0.05) level of significance. 

When compare the average bandwidth for the proposed 

protocol (1.59) with the average of the current protocol 

(5.09) for the simulation results, by using the T-test 

showed a significant difference at (0.05) level of 

significance. 

For the current protocol, when comparing the 

average bandwidth between the analytical results (5.30) 

and the simulation results (5.09), an insignificant 

difference was found. That was based on the statistical 

test, which was done using an independent T-test at 

(0.05) level of significance. When comparing the average 

bandwidth between the analytical results (1.26) and the 

simulation results (1.59) for the proposed protocol, an 

insignificant difference was found. That was based on 

the statistical test, which was done using an independent 

T-test at (0.05) level of significance. 

It can be concluded from the above analysis of 

the authentication delay and bandwidth consumption that 

there are very little differences between the simulation 

and analytical results, and there is an enhancement from 

the current protocol.  

 

8. Conclusion 

In this research work, the UMTS authentication 

and key agreement protocol, and the signalling traffic 

that is generated by registration, call termination, and call 

origination, have been investigated and analysed. There 

has also been an analysis of the bandwidth that is used 

between MS and VLR, and between database registers. 

The proposed authentication protocol has improved the 

performance of authentication by reducing the 

authentication times, setup time and data sizes. In 

addition, the proposed authentication mechanism has less 

signalling traffic, and consequently the bottleneck at 

authentication centres is avoided by reducing the number 

of messages between mobiles and authentication centres.  

The proposed authentication for UMTS has 

been generated with the aim of not only keeping the 

complexity of this function as low as possible, but also 

keeping a high level of security and efficiency for the 

bandwidth used.  
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